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We deliver this through our

core capabilities.

Digital Unified
Collaboration Communications

Five areas of technology
expertise in which we are
the proven industry
leaders.

Modern
Productivity

lgener‘ation-E' www.generation-e.co



Our professional services
are delivered via a
customer-centric model
that delivers flexible project Consulting
engagements through to
fully managed service &
as-a-service offerings.

Change
Management

Managed Services

mgeneration-€ www.generation-e.co



Our
Story

Highly Confidential

BlueVoyant was founded in 2017 by Jim Rosenthal
(former COO of Morgan Stanley) and Thomas Glocer
(former CEO of Thomson Reuters).

With decades of experience in high-stakes industries and
having navigated market challenges including 9/11, the
financial crisis and more, they foresaw the next big
challenge: defending against rapidly evolving cyber
threats.

With the founding of BlueVoyant, Jim and Thomas brought
together leading experts from private industry and
government in order to ensure that all organizations have
access to best-in-class cyber defense, no matter their
industry or geographic location.

Today, BlueVoyant offers an end-to-end platform that
combines internal and external cybersecurity to help
clients across the globe defend against the most
sophisticated attacks.

*® BlueV/oyant
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What We Do | BlueVoyant Platform

Internal Security Services

Blue\Voyant

MIDR"

Managed Detection
and Response

— Microsoft Security and Splunk

— Crowdstrike, Carbon Black, Sentinel One

— 24x7 Monitoring, Management, and
Threat Eradication

— Log Management - Threat Intelligence
— Detection Content - Automation

External Security Services

4 BlueVoyant
2 pre*"

Digital Risk Protection

— Digital Brand Protection

— Fraud Campaigns Discovery

— Account Takeover Monitoring

— Data Leakage Detection

— Executive Cyber Guard

— External Attack Surface Analysis

/N BlueVoyant Professional
A Services

AN PS”

ZZ] BlueVoyant
1 SCD™
Supply Chain Defense

— Supply Chain Monitoring
— Identity Cyber Defense Issues

— SOC-style Third-Party Cyber Alerting and
Remediation

— Digital Forensics

— Incident Response, Forensics and Incident
Response Retainer

— Litigation Support

Highly Confidential

— IR Plan, Tabletop Exercises, Incident Prep

— Governance, Risk, and Compliance

— Security Maturity & Readiness Programs
(CIS, HIPAA)

PRIVATE

— Penetration Testing, Red Team/Purple
Team

— Social Engineering & User Awareness
— VISIBL Vulnerability Identification Services
*® BlueVJoyant




B Microsoft
B Security

Microsoft Security
Solutions

Microsoft Services: -

—  Microsoft Sentinel Deployment
Service

— M365 Defender Deployment
Service -

—  Defender for Servers
Deployment Service

— MXDR for Sentinel

— MXDR for M365 Defender

— Digital Forensics and Incident
Response (DFIR)

— Scan and Protect — External
Digital Risk Protection

—  VISIBL- Vulnerability Scanning

Complementary Solutions:

—  Microsoft Solution Assessment
Engagements

—  Cyber-insurance consulting

—  Azure data ingestion
optimization

— 31 Party Cyber Risk Mgt.

B Microsoft

Microsoft Intelligent
Security Association
]

§ Microsoft -

Highly Confidential

Sentinel Content

Engineering

Content library of over 1,000
analytic rules mapped to MITRE
ATT&CK framework.

350+ custom validated Data
Connectors for ingest and
parsing of Microsoft and 3™
Party data sources.

Scalable “as-code” Sentinel
content deployment technology
with weekly/daily detection
updates.

Specialized Workbooks and
Playbooks for key SecOps and
data/cost management use
cases.

ITSM integration via REST API
and dedicated apps

2022 Mecrosai
LLS. Security -
Partnerof the Year

PRIVATE

Microsoft Security Specialists

Enterprise Experience

700+ production deployments of
Microsoft Sentinel in enterprise
environments in 30+ countries,
including:

— US Hospital network with
42,000 employees; presence in
11 states; $8B revenue.
MXDR Sentinel+M365D
solution.

— Top North American
research university with 62k
students; deployment of M365
Defender and Sentinel;
SecOps training program

— Large State Government with
100K+ endpoints and dozens
of independent agencies with
unigque security requirements.

sSOoC 2
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PRIVATE

Winner

2023
Microsoft US
Partner of
the Year
Awards

B® Microsoft

Microsolt Yerified | > yant
Managed XDR Salutian | vy
| Sl

Recent Accolades:

— Winner - Back-to-Back 2023 / 2022 Microsoft US
Security Partner of the Year

— Winner - 2023 Microsoft Security Excellence
Awards for Security MSSP of the Year

— Winner - 2021 Microsoft Security 20/20 Partner
Awards for “Top MXDR Team”

— Microsoft MXDR Verified Partner

— Finalist — 2022 Microsoft Security Excellence Awards
for Security MSSP of the Year

— Finalist — 2022 Microsoft Impact Awards (CA) for Top
Security Partner and Top Healthcare Partner

— Advanced Security Specialization, Cloud Security
Advanced Specialization

— Microsoft Security Experts design partner

— Authors of Microsoft Sentinel Deployment Best
Practices field guide (2021/2023)

¥ BlueVVoyant
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CONFIDENTIAL

Enhance and Simplify Your Security Operations with the
BlueVoyant MXDR and Microsoft Technologies

Security at some companies looks like...

Highly Confidential

*® BlueV/oyant
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Security for BlueVoyant MXDR
customers looks like...

Defender for
Cloud & 10T

*® BlueVoyant

M365
Defender

Microsoft
Sentinel

9
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What we do Our shared outcomes
: : : : Data source advisory, vendor
DI, LoLie), B epeieE e consolidation, and automation of response
Microsoft Sentinel & M365 Defender in : L P
: actions to optimize costs and manage
your environment .
resource requirements

Expert maintenance, management, and o .
strategic advice for your Sentinel SIEM Increase SleeL ey ene standardlzatlpn o lEki

. . : . content for all enterprise security products,
deployment, including continuous Visibility ) .

: infrastructure, and applications
content updates and log tuning
24x7x365 cloud-based security monitoring .
Monitor & and threat eradication from trained SOC Defend CUTETL MEED U2 Ve Acl_<now|edg_e
: (MTTA) security incidents in <15 minutes,
Respond Analysts and Threat Hunters, aligned to Faster with intearation to vour ITSM tools
MITRE ATT&CK framework g y
Highly Confidential *® BlueVoyant
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Manage, Monitor, and Respond
Do More with Less - BlueVoyant for Microsoft
BlueVoyant Microsoft Security Technology Expertise BlueVoyant Security Operations Expertise
— Sentinel Content Engineering team for custom content on demand — 24x7x365 SOC Analysts with live response
— Security & Automation co-managed within your Microsoft Sentinel — Weekly SIEM content updates; Rapid zero-day detections
— Log onboarding and optimization of new data sources — Proactive Threat Hunting and Response
— Continuous access to Microsoft Security technology experts — Integrated global threat intelligence
Platform Leadership Extending Security Capabilities
=) % =)
700-plus 950-plus Fast Reporting 40-plus 100% < 15 min.
S Developed Workbooks Threat Intelligence Automated MTTA
Engagements Alert Rules Deployed ‘o Sources Enrichment
. >l 10 = 12
& ® 3! &
Bespoke 350-plus Aligned to 9.8 > 145 90%
Automation Data MITRE ATT&CK Avg Years of Certifications Automated
Playbooks Connectors Framework SOC Experience Held Triage
Highly Confidential ¥ BlueVVoyant
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Other MSSPs Approach BlueVoyant’s Co-Managed Approach
— Log and alert data sent to MSSP infrastructure — We work within our client’s environment, optimizing Microsoft security tools with
for analysis BlueVoyant analytics, automation, and expertise
— Black-boxanalytics designed to accommodate — Detection content deployed in our client’s environment - stays in their
wide variety of security technologies environment
— Alerting and reporting as outputs via the MSSP’s

— Complete visibility to all BlueVoyant operations in the Azure environment,

ortal )
P auditable and access controlled

/ Microsoft AT
.......... >
Azure
RaW Data ‘ .........
. ] SOC Services
Alert Data Microsoft Sentinel SIEM Management
Analytics, Detections Workbooks, 24x7 Monitoring
Searchable Log Data Threat Hunting

. . Customization
Owns Licensing

The BlueVoyant o : . :
Maximize your investments Minimize data egressing

in Microsoft technologies your environment

approach enables
our customers to:

Highly Confidential ¥ BlueVVoyant
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BlueVoyant

Customer Environment

Illuminate

CONFIDENTIAL

BlueVoyant Platform Approach | Microsoft MXDR

@ Investigations

Validate

;=] Case Management

Incident enrichment
through API

== .
-] Enrichment

__________________________

‘P

24Xx7 Security

Operations Center

T 090
SOC Analyst ! Client q W?
Investigation, Portal: |
Escalation I Wavelength
’ i Client

and Response

15

SOC/CSIRT/ITSM

A

Highly

Confidential

———————————————————

SIEM Content
Engineering

[SOC]
[RBA]
[Etc.]

&

API GET - for additional
telemetry

v

Microsoft Defender

CONFIDENTIAL

Response

S

MXDR | Full Incident

GDAP Access
™

Response Actions Py
@
Eradication 3
quarantine ~ o
investigation D
analysis o

IR (as needed)

*® BlueVVoyant




Protect
Infrastructures

Combine Microsoft 365 Defender
with BlueVoyant’s elite 24x7
security team to identify, investigate
and eradicate today's most
sophisticated cyber threats.
Whether you have one or multiple
departments and Sentinel tenants,
BlueVoyant provides the same level
of protection for them all - 24x7.

CONFIDENTIAL

BlueVoyant: MXDR for Microsoft in State & Local Government

N

Il‘ l\\

Secure risky public
data

Our active and proactive threat
hunting uses advanced machine
learning and is designed to identify
adversary activity, risky users and
sign-ins., cyber-attacks, and
advanced persistent threats and
eliminate them quickly.

Protect government
cloud apps

Microsoft Defender for Cloud Apps
with our MXDR provides visibility,
control over data travel, and
sophisticated analytics to quickly
find and combat threats across all
cloud services.

CONFIDENTIAL
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Meet regulatory
compliance

Our array of regulatory compliance
reporting capabilities, well-defined
SLAs, with fast incident response,
and eradication ensure you stay
secure and compliant. Rely on our
SOC metrics to track KPls that help
you ensure operational excellence.

*® Blue\/oyant




Contract
Signed

Highly Confidential

<

Project
Kickoff

Test/demo Portal
access enabled

Project Scope
Sign-off

Log source list
Number of servers
Project timelines
Go-live date

vV V. V Vv

6 DAYS

BlueVoyant Project

Planning

Assign team

Build kickoff deck

Smartsheet plan

Initial Log source documentation
RACI chart

CPOR

vV V. V V V V

CONFIDENTIAL

BlueVoyant Typical Deployment Lifecycle - MXDR

Optional
CIS Workshop > SOC Management
Parallel stream subject Meeting _
to customer’s interest > Service Overview

(limited to 2 hours)

> Content Creation

ORR

> Required activity for
Day-2 onboarding
> SOC sign-off

SOC Engagement >

CSM Engagement >

4-6 WEEKS
Day-2 Walkthrough Pre-GoLive
> Welcome Package > Account creations
> Runbook documentation > ServiceNow Activation
> Wavelength demo > Customer sign-off
> ServiceNow Walkthrough

CONFIDENTIAL
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<

Go-Live
PM to CSM
handover

Full Portal access

enabled

90-days
Steady State

Finalize log source
onboarding committed
during Accelerator

90 DAYS

Post Implementation

Project Survey
Smartsheet generated customer
survey to measure Engineer and
PM performance

*® BlueVJoyant
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BlueVoyant Security Diagnostics and Assessments — *® BlueVoyant *
Zero cost to You

Assessments, insights, and data to help
you move forward

- Sessions between you and our experts

- Gain insights and actionable data about
Microsoft's security products - tailored to your
environment

- Provides the information you need to move
forward with BlueVoyant Deployment and
MXDR 24/7 Managed Security Services

Highly Confidential *® BlueVoyant
PRIVATE




Security Diagnostics and Assessments to Support You

Exploring the Cost of Adopting Microsoft 365 E5
Realising the full value of Microsoft 365 E5 requires knowing the real-world operational and security benefits vs. costs.

Microsoft 365 Threat Gap Analysis
Analysis of M365 platform security posture evaluates vulnerabilities and risks with recommendations to mitigate

Exploring the Cost of Adopting Sentinel
The major factor in realising the full value of Microsoft Sentinel is understanding how to manage and predict costs.

Microsoft Copilot for Security Readiness
Understand what's possible, how and where to start first, and what you need to be successful

Click HERE to request an assessment

generation-e


https://forms.office.com/r/YKC70vsjyx

= Microsoft

Thank-you generation-e

*® Blue\/oyant
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